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Implementation of Cybersecurity Policy at Amazon and Delta Airlines
Introduction
Cyber threats have in the recent past become a big threat to the existence of many companies. They are constantly attacked through the internet leading to them incurring huge losses and loss of crucial information. This has necessitated most of the companies to adopt a cyber-security policy to prevent the loss of information of their businesses (Safa, Von Solms & Furnell, 2016). The uptake of cybersecurity policies in the world has risen significantly and is bound to continue with the advancement of technology. Cyber attackers are getting even more clever due to the changing face of technology ad this poses great risk to the companies and individuals (Wood, Capone & Wallace, 2016). Companies have therefore to keep updating their security policy from time to time in order to prevent any possible chance of attack. Examples of companies that have adopted a cyber-security policy include Amazon and Delta Airlines. This critical thinking paper, therefore, explores cybersecurity policy implementation at Amazon and Delta Airlines and explores the benefits of implementation and how the implementation was done. Furthermore, the components of the policy framework are also addressed regarding the two companies.
Brief Description of the Companies
Amazon is one of the leading retail online stores in the world. It is a giant company that deals with the supply of various retail stuff to people living in the US and the rest of the world. The company has an approximate number of 600 stores in the US alone and several others across the world. The company operates online stores through which its customers can order their products with convenience. The customers can go for the products at selected stores while at the same time the products purchased can be delivered at their homes. Therefore, they have come to rely heavily on the internet for undertaking most of their sales as most consumers find it rather convenient (Alsmadi, 2019).
Delta Airlines is an aviation company that assists in the movement of people and goods from one place to another. The company is based in the United States and has been in operation for several years. The company has established itself over the years as one of the most reliable freight and passenger airline (Airlines, 2008) and this has seen it access most of the routes to various parts of the world. They can connect most of the passengers to various destinations and this has helped them to grow significantly. Delta Airlines conducts its business through an online system in which passengers inquire about available seats and are in turn, booked for their flights. Most of the airline operations including flights are controlled through the use of technology and this poses a big security threat at all times.
Why the Companies Implemented the Cyber Security Policy
Amazon online stores allow customers to order products which are then delivered at a later time. The process of ordering products is well known to everybody who would wish to purchase an item from the store. This, therefore, opens the system to potential attacks by people who would wish to benefit freely (Alsmadi, 2019). The attackers could manipulate the system and be able to order goods without paying anything. This is a serious threat that can bring a lot of losses to the company. The system could also be manipulated to indicate the availability of goods which the customers my order only to find out that the product was not there at that time (Alsmadi, 2019). This is something that could bring about a lot of frustrations leading to the customers opting to shop at another online store. These are some of the reasons that have forced the company to take the initiative of implementing cybersecurity policy. Through this, they can monitor and control their website thus preventing any form of attack.
Delta Airlines operates most of its activities through the internet, including flight booking and financial management (Airlines, 2008). This offers a chance for online attackers to penetrate through the system and mess up the ticket booking system. This is bound to cause a lot of inconvenience to passengers as most of them will either miss their flights or be sent to board flights that they did not book (Wood, Capone & Wallace, 2016). This, in turn, is likely to cause a lot of losses to the company as they will have to grapple with lost trust from the customers who would prefer to travel with another flight (Abeyratne, 2019). Another potential threat is that of enemies taking control of the flight and thus causing a disaster. This can cause devastating loss and this necessitated the need for the implementation of the cybersecurity policy (Wood, Capone & Wallace, 2016).
Components Included in the Cyber Security Framework
System Policies
The components included in the cyber policy for both the Amazon and Delta Airlines include the system policies (Thomas, Scott, Brott & Smith, 2018). This includes a host of configurations for all the operating procedures that are in place. The configurations are meant to secure the system from any form of infiltration and also ensure that it is working efficiently and effectively. The management can know which services are running on which networks and thus able to monitor them effectively. They are therefore able to monitor the online purchase system and also the booking ticket system for the delta airline.
Physical Security
 Another important component that has been included in both companies' cybersecurity policy is that of physical security. Physical security entails login credentials such as passwords that are used by the employees in order to carry out some of the functions. (Thomas, Scott, Brott & Smith, 2018). Delta Airlines, for example, has created card readers that employees are required to utilize before they can access some of the areas in the company. This is done to prevent any unauthorized access to the systems by the company. This is the case with Amazon that has biometrics to control access to the systems. 
Security Training
There is also the issue of training in the cyber framework of the two companies. This is an important component as employees and the management have to be trained and be well equipped in terms of handling information security (Thomas, Scott, Brott & Smith, 2018). The growth in technology has necessitated the need for regular training to deal with the different methods of cyber-attacks. The employees are therefore more aware of any security threat and can deal with it or report to the relevant department. 
Security Accountability
The cybersecurity policy of the two companies also contains the issue of security accountability. This entails stipulating the security roles and responsibilities of all staff and the management (Thomas, Scott, Brott & Smith, 2018). The management of Amazon is thus able to identify the people in charge of the order department and therefore hold them accountable. This is the same with delta airline as they can identify the employees working on different sections thus ensuring that they are accountable.
Benefits Gained from the Cyber Security Policy
Amazon has been able to secure its customer ordering system and thus prevent the alteration or mix up of orders. Through the policy, they have put in place system software that detect any form of cyber-attack (Alsmadi, 2019). This has enabled the system to work efficiently without interference which has, in turn, led to them offering excellent services to their customers. This has also benefited the company through the increased revenues that they have recorded since the implementation of the policy. Another benefit is that they have managed to restrict access to the sensitive areas of the system thus minimizing the chances of suffering attacks. Cybersecurity parameters prevent unauthorized access to sensitive data in an organization (Abeyratne, 2019). As such, sensitive information is only accessed by authorized persons and this ensures the protection of information and the company as a whole.
Delta Airlines, on the other hand, have gained significantly from the implementation of the cyber policy. They have been able to condone off the areas where such things as flights are operated thereby reducing to a great extent the possibility of disaster occurring (Abeyratne, 2019). The entry points are operated remotely with login credentials thus making it difficult for anyone to access the operations of the company. The ticket booking system has been beefed up with firewalls that detect any form of attack, thus preventing the company from incurring losses. This has enabled customers to book their flights in a convenient manner and thus contributed to increased revenues for the company.
Conclusion
[bookmark: _GoBack]Cybersecurity policy is an important document that every company should have. This will ensure that they can protect their information and systems from constant attack and thus ensure the efficiency and effectiveness of their operations. As Alsmadi (2019) states, cyber attackers have devised new ways of carrying out their attack and thus, it is crucial that companies such as Delta Airlines and Amazon devise even more advanced methods of dealing with this. The cybersecurity policy can list all the necessary components required for protection and thus is it is important in the fight against cyber-attacks. The benefits of implementation are great and thus more companies should strive to see that they have adopted and implemented the policy.
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